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Abstract 

A smart grid exhibits complex configurations due to the coexistence of legacy power systems with 
the modern technologies and the interdependency between different cyber and physical 
components. In a critical infrastructure like smart grid, a security breach can cause devastating 
damages. Thus, there is a need for formal security analytics to automatically verify smart grid 
security, provably identify potential attacks, and devise cost-effective mitigation plans in a proactive 
manner. In this dissertation, we achieve these goals through the following three research thrusts. 
First, we develop formal models to formally verify the compliance of the advanced metering 
infrastructure (AMI), as well as the supervisory control and data acquisition (SCADA), 
configurations with the security requirements, and generate remediation plans for potential security 
violations. Second, we formally model a framework to automatically synthesize cost-effective, 
network isolation-based resiliency architecture for the cyber systems in smart grids. We provide 
another framework to synthesize redundancy-based resilient configurations for AMI, considering 
operational integrity and robustness requirements. Third, we develop a formal model for analyzing 
novel attack evasions on state estimation, a core control module of SCADA. The model identifies 
attack vectors for compromising state estimation, as well as finds corresponding mitigation plans, 
considering a comprehensive set of attack attributes, evasion techniques, and the interdependency 
between state estimation and other control modules. 
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